
Quick Reference Guide | Multi-Factor Authenticator (MFA) 

 

As part of Wintec’s security enhancements, the Multi-Factor Authenticator tool is being enabled to provide an extra layer of security against credential theft 
and data breaches when accessing Wintec systems while you’re away from the office.  To prove it is you logging in, Multi-Factor Authenticator requires you 
to connect using your Wintec password, as well as one other method (e.g. a mobile device). 

Step 1:  Set Your Account Up with MFA 
1. Once your account has been enabled with Multi-Factor Authenticator 

(MFA), open a web browser (e.g.  Edge, Internet Explorer) 
2. Enter https://aka.ms/setupmfa into the address bar 
3. You will be prompted with the following security window.  Click Next to 

begin setting up your account with MFA 

 

4. On Step 1: How should we contact you?: 
• select Mobile app, 

NOTE: Wintec does not support verification via email or text message. 

• choose Receive notifications for verification, and 
• click Set up 

 

5. The configure mobile app screen appears, as below 

 

Step 2:  Download Microsoft Authenticator App 
6. On your mobile device, open the App store 
7. Search and download Microsoft Authenticator 
8. Once downloaded, locate and open Authenticator 
9. To add an account, tap + or … and choose Add account 
10. Select work or school account.  This will turn on the QR code scanner 
11. Point the scanner at your computer screen to scan the QR code image 
12. Click Next to continue 
13. The Authenticator app is now configured on your mobile device 
14. On your computer, click Next to continue through the setup process 

  



 

Step 3:  Approve Connection to Authenticator App 
15. On your mobile device, you will be prompted to approve a Sign in 

Request.  Tap Approve 

 

Step 4:  Confirm Mobile Number 
16. On your computer, enter your mobile number and click Done 

 

Step 5:  Complete the setup process 
17. Check your account details are correct: 

If your details are … Then … 
correct click Cancel 
incorrect update your details and click Save 

 

 

18. Close your web browser 

Step 1:  Connect to Wintec Sites Away from the Office 
When you are away from the office and you access a Wintec site, you will be 
prompted to approve the sign in request using a mobile device. 
 
NOTE:  You will need to complete this every time  

1. Ensure your PC or laptop is turned on and connected to a Wi-Fi 
connection (e.g. at home or motel) 

2. Open a web browser and navigate to a Wintec site (e.g. 
https://staff.wintec.ac.nz). 

3. Log in using your Wintec credentials 
4. The following window will appear: 

 

Step 2:  Approve Sign-In Request 
5. On the mobile device you downloaded Authenticator on, you will receive a 

notification to approve the sign in request 

If you … Then tap … 
did not authorise this sign-in request Deny 
authorised this sign-in request Approve 

 

 
NOTE: If this notification does not appear, you may need to open 

Authenticator on your mobile device and tap Refresh. 

6. The web page you are trying to access will continue to load as normal 

https://staff.wintec.ac.nz/
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